Technical note
ECSS standards

Software Technology

ECSS standards:
Compliance with ECSS-E-ST-40C and ECSS-Q-ST-80C Rev1

The ECSS set of standards are for use in all European space activities and are designed
to be coherent and user friendly. Many of the standards have an impact on the software
development process, with two in particular being specific to software development:

e ECSS-E-ST-40C concerns product software that is part of a space system product tree
and developed as part of a space project.

e ECSS-Q-ST-80C Revi defines a set of software product assurance requirements
pertinent to the development and maintenance of software for space systems.

The LDRA tool suite is designed to support the key software development and verification
activities specified in the standards. Features including static analysis, source and object
code coverage analysis, unit test, on-target testing and requirements traceability collectively
provide a means to achieve compliance in an efficient, timely and cost-effective manner.
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Figure 1: Mapping the capabilities of an automated tool chain including the LDRA tool suite to the ECSS-E-ST-40C process model



Key Benefits

LDRA’s ECSS software development compliance solutions:

rapidly perform automated static analysis, dynamic analysis, unit testing, structural coverage,
test case creation, and on-target hardware execution, complete with post execution analysis and
reviews

integrate rules checking in consideration of MISRA, CERT and other coding standards
automate test case, harness, and stub generation for robustness testing

automate the bidirectional traceability to project functionality requirements referenced throughout
the ECSS-E-ST-40C and ECSS-Q-ST-80C Revi standards

support object code verification for software of criticality category A, as specified in ECSS-E-ST-40C
§5.8.3.5¢€

generate configurable software metrics in support of ECSS-Q-ST-80C Rev.1 §7.1 Product quality
assurance and metrication

expose high-risk areas and defects by way of automated code analysis and report generation

are underpinned by LDRA’s ISO 9o01:2015 certified Quality Management System, and the LDRA tool
suite’s TUV SUD and SGS-TUV Saar certification

provide an automated approach to testing re-used software on different target hardware in
accordance with ECSS-Q-ST-80C Rev.1 §7.3

integrate seamlessly into any development process model including V-model, waterfall, and CI/CD

LDRA tool suite

The LDRA tool suite helps developers of space project related software products developed in
accordance with ECSS standards ECSS-E-ST-40C and ECSS-Q-ST-80C Rev1 (Figure 2).
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Figure 2: Key functionalities of the LDRA tool suite



Justification of tool use. (ECSS-Q-ST-80C Rev.1 §5.6) The LDRA tool suite has been certified as
“fulfilling the requirements of support tools” for many functional safety standards by two separate
TUV organizations. LDRA Tool Qualification Support Packs (TQSPs) are also available complete with
test cases to demonstrate the capabilities of the tool suite.

Requirements and traceability. Bidirectional traceability is a recurring theme of the ECSS standards
(ECSS-E-ST-40C §5.2, §5.4.2, §5.6.4 etc.). The LDRA tool suite supports the automated bidirectional
tracing of requirements, development, and verification artefacts and activities throughout the entire
software development life cycle.

Static analysis and coding standards compliance. The LDRA tool suite’s static analysis capabilities
help to quickly identify and eliminate latent defects in code and to enforce coding standards
compliance in compliance with ECSS-Q-ST-80C Rev.1 §6.3.4.1a. With today’s increasingly complex
space applications and ever more demanding functional safety and security requirements, the ability
to efficiently assess code quality is imperative. Examples of supported standards include MISRA C,
MISRA C++, CERT C, CERT C++, BARR-C, and JSF++ AV (Figure 3).

Y
B LDRA tool suite MISRA-C:2012 Compliance Overview Report

System Set: Ggset

Date of Analysis Report Produced on LDRA Version
Mon Jan 20 2020 11:38:43 Mon Jan 20 2020 11:39:36 10.00

92% 14 87
MISRA-C:2012 Compliance Guideline Violations Total Viclations
155 /169 Guidelines

MISRA-C:2012 Guidelines

Show | All ¥ |entries Search:
Guideline Compliance Level Violations Deviations Description
DA Tz Required 0 j;:;i:z::ﬂlz:entati:n-cefinec behaviour on which the output of the program depends shall be documented and
D41 Compliant Required 0 - Run-time failures shall be minimised
D.4.2 Compliant Adhisary 0 - All usage of assembly language shauld be documented
D.4.3 Compliant Required 0 - Assembly language shall be encapsulated and isolated
D.4.4 Compliant Advisory 0 - Sections of code should not be “‘commented cut’
D45 Compliant Advisory 0 - Identifiers in the same namespace with overlapping visibility should be typographically unambiguous
D.4.6 Not Compliant Advisory 38 - typedefs that indicate size and signedness should be used in place of the basic numerical types
D47 Compliant Required 0 - If a function returns error information, then that error information shall be tested
D48 Compliant Advisary 0 If a pointer to a structure or union is never dereferenced within a translation unit, then the implementation of the object

Figure 3: MISRA C compliance report from the LDRA tool suite



Unit testing. The LDRA tool suite provides rigorous unit testing early in the development lifecycle as
advocated by ECSS-E-ST-40C §5.8.3.6, §5.3.3.2.a, and elsewhere. TBrun automates the generation
and execution of requirements driven tests both on the host platform as well as the embedded target
and produces the necessary verification evidence. TBrun also supports regression testing, saving time
and money when requirements or code change during the software development life cycle.

Automated test case generation. The LDRA tool suite provides configurable automated test case
generation to exercise the code beyond requirements-based testing. ECSS-E-ST-40C §5.8.3.5
advocates static analysis to prove the robustness of code, and adherence to coding standards helps to
fulfil that aspiration. Dynamic robustness testing complements that functionality.

Source code coverage analysis. The LDRA tool suite meets the source code structural coverage
analysis requirements detailed in ECSS-E-ST-40C §5.8.3.5 and ECSS-Q-ST-80C Rev 1 §6.3.5 including
statement, branch/decision, and Modified Condition/Decision Coverage (MC/DC) coverage. Evidential
artefacts are also automatically created.

Object code coverage analysis. The LDRA tool suite is uniquely equipped to meet the object code
structural coverage analysis requirements detailed in ECSS-E-ST-40C §5.8.3.5 and ECSS-Q-ST-80C
Rev 1 §6.3.5.

Summary

The ECSS standards look to apply best practice development practices with a functional safety focus.
ECSS-E-ST-40C and ECSS-Q-ST-80C are complementary, viewing these best practices from different
perspectives, which can lead to some confusing overlap between the two

The LDRA tool suite is proven to ease compliance with such standards, both in space and elsewhere.
In particular, The TBmanager component of the tool suite helps by ensuring that requirements
traceability information is never out of date.

LDRA’s Object Code Verification has been shown to provide an efficient mechanism to demonstrate
compliance for category A applications, especially with regards to similarly demanding DO 178 DAL A
systems.
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